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What is Safe and Useful
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FTC Weighs In
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STATEMENT QF THFE. COMMISSION
On Breaches by Health Apps and Other Connected Devices

September 15, 2021

In recogniticn of the proliferation of epps and connected devicces that capture sensitive
health data, the Federnl Trade Commission is providing this Palicy Statement to offer guidance
on the scope of the FTC's Health Breach Notification Rule, 6 C.F.R. Part 318 (“the Rule™).!

The FTCs Health Breach Notification Rule helpa to ensure that entitics who are not
covered by the Health Insurance Portability and Accountability Act ("HIPAA™) ncvertheless face
acconntability when consumers’ sensitive health infarmation is compromised. Under the Rule’s
requirements, vendors of personal health records (“"PHR”) and PHR-related entities must notify
.S, eomsimers and the FTC, and, ir some eases, the medie, if there has heen a breach of
unsecured identifiable health information, or face civil penalties for vinlations. The Rule also
cavers service praviders to these entities. In practical terms, this meana that entities eovered by
the Rule who have experienced breaches cannot conceal thas tact trom those who have entrustec
them with sensitive health information.

The Rule was 1ssued more than 2 decade ago, but the explosion 11 health apps and
comnected devices makes its requirements with respect to them mare importart than ever. The
F1'C has advised mobile Lealth apps to examune their obligaticns under the Rule,” mcluding

Al caceat dha ssoa aflam 2ubavaakices haall 5 Vasdhis IZPEY Y Lan msecsn andfoncad dha Mefs acd maace.

https://www.ftc.gov/system/files/documents/public_statements/1596364/
statement_of_the_commission_on_breaches_by_health_apps_and_other_connected_devices.pdf
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Not the First Time the FTC Has Acted Here
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Post-Market Focus of FTC
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Kahane, Francoius, Torous. The Digital Health App Policy
Landscape: Regulatory Gaps and Choices Through the Lens
of Mental Health. The Journal of Mental Health Policy and
Economics Volume 24, Issue 3, 2021.



http://www.icmpe.org/test1/journal/jourbot.htm
http://www.icmpe.org/test1/journal/jourbot.htm

arder to Know What is Safe and Useful

“Consensus among relevant forum
participants that FDA clearance, which
focuses on safety and minimal effectiveness
thresholds, does not provide adequate
information for decision makers.”

David C. Mohr, Ph.D., Francisca Azocar, Ph.D., Andrew Bertagnolli, Ph.D., Tanzeem Choudhury, Ph.D., Paul Chrisp, Ph.D., Richard Frank, Ph.D., Hen inAVIB,, Tr q q I[ ]s? e
Camille Nebeker, Ed.D., M.S., Derek Richards, Ph.D., Stephen M. Schueller, Ph.D., Nickolai Titov, Ph.D., John Torous, M.D., Patricia A. Aredn, Ph.D.. Banbury _R;fﬂn? C "n d for W TEACHING HOSPITAL
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APA App Evaluation
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Usability and adherence
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https://www.psychiatry.org/psychiatrists/practice/mental-health-apps/app-evaliati
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https://www.psychiatry.org/psychiatrists/practice/mental-health-apps/app-evaluation-model

Informed Decision Making Around Apps: Level 1

Mental Health Apps: Evaluation of Privacy Practices
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Informed Decision Making Around Apps: Level 1

20,991 mHealth apps

(8074 medical and 12, 917 health and fitness in the Google Play store)

included code that could potentially collect user data.
3.9% transmitted user information in their traffic.
28.1% provided no privacy policies

47.0% of user data transmissions complied with the privacy policy

Tangari G, lkram M, ljaz K, Kaafar MA, Berkovsky S. Mobile health and privacy: cross sectional e | Beth Israel Deaconess w MARVARD MEDICAL SCHOOL
S T A A s ~, . TEACHING HOSPITAL
study. bmj. 2021 Jun 17;373. A Medical Cente



Informed Decision Making Around Apps: Level 1

® Potential iatrogenic effects of apps.

o “Unguided exposure without a treatment plan might increase symptom
severity ”

e Alternative therapies

e Crisis Management Crisis | womormon
arris , FHIp 1k, 1orous J,

1o Joumal of Criois lateven:ica Nebeker C, Moore RC, Depp CA.
seel Skl R inin i Are mental health apps
= adequately equipped to handle
users in crisis?. Crisis: The Journal
of Crisis Intervention and Suicide

@ hogrede Prevention. 2021 May 27.
Sander LB, Schorndanner J, Terhorst Y, Spanhel K, Pryss R, Baumeister H, Messner EM. ‘Help for trauma from the P Beth Israel De
app stores?’A systematic review and standardised rating of apps for Post-Traumatic Stress Disorder (PTSD). 3.,}} - ‘éd[g:?-éentéa'co Ness 6 MARVARD MEDICAL SCHOOL
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European journal of psychotraumatology. 2020 Dec 31;11(1):1701788.



Informed Decision Making Around Apps: Level 2

Coding element n (%) of apps
3. Positive claims 59 (81)
) Although 59 apps Claimed 3.a. Claims of effectiveness 47 (64)
3.a.i. Detection or diagnosis 7 (10)
b ff 1 3.a.ii. Improvement in symptoms or mood 22 (30)
to e e e Ct I Ve at 3.a.iii. Improvement in self-management 26 (36)

d iag n OSi ng a m e nta | 3.b. Claims of acceptabilit 33 (45

4. Supporting statements

health Condition Or A.a. Scientific language

4.a.i. Specific technique described 24 (33)

i m p rovi n g Sy m pto m S, O n Iy 4a|| Ev.ide.nce frorr? stu.d.y Lfsing app 2(2.7)

4 a.iii. Citation to scientific literature 1(1.4)

One a pp incl uded a 4.b. Technical expertise 23 (32)
4.b.i. Certification or accreditation 0

Citation to published 4.b.ii. Prizes or awards 2(2.7)

4.b.iii. Credible developers 18 (25)

I ite rat u re . 4.b.iv. Credible endorsements 3(4.1)

4.c. Lived experience design 10 (14)

4.c.i. Lived experience involvement 6(8.2)

4.c.ii. Lived experience developer 5 (6.8)

4.d. “Wisdom of the crowd” 14 (19)

4 d.i. Downtoad, unsafe, or poputarity statistics t1(15)

Larsen ME, Huckvale K, Nicholas J, Torous J, Birrell L, Li E, Reda B. Using science to sell apps: :':;:’; |,v '_', \1 Acones: 6 WaEVAND MO AL LN /ARD MEDICAL SCHOO

evaluation of mental health app store quality claims. NPJ digital medicine. 2019 Mar 22;2(1):1-6.



Informed Decision Making Around Apps: Level 2

 CBT apps in 2021

* 6% offered an RCT

* 35% explained risk of suicide with

“heterogeneous group
offering a range of
evidence-based and non—

depression evidence-based CBT
o, o . ° V4
» 78% offered cognitive restructuring techniques.
* 65% offered meditation or mindfulness
Martinengo L, Stona AC, Griva K, Dazzan P, Pariante CM, von Wangenheim F, Car J. Self-guided Cogniti'a Rehavinral Tharanu Anne
for Depression: Systematic Assessment of Features, Functionality, and Congruence With Evidence. Jot :.'A:.‘@ ': l Q” ’(‘ - 6 s e ey A MEOVCAL SOMOOL

Research. 2021 Jul 30;23(7):e27619. ’



Informed Decision Making Around Apps: Level 2

Should Your Company
Provide Mental Health
Apps to Employees?

by John Torous and Elena Rodriguez-Villa
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Informed Decision Making Around Apps: Level 3
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All apps (n =59) 807 Any primary technique (n = 37)
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Baumel A, Muench F, Edan S, Kane JM. Objective user engagement with mental health apps: systematic search and panel-based usage
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Informed Decision Making Around Apps: Level 4
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A Review of all Levels
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American Psychiatric Association: App Evaluation
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Mental Health App Evaluation: Updating the American Psychiatric
Association’s Framework Through a Stakeholder-Engaged Workshop
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Publishad Online:32 &pr 203 L | hups: //dol org,/ 10,1 76/GpELEs 202000663

B N- Acess

https://www.psychiatry.org/psychiatrists/practice/mental-health-apps/app-eval

AN

th Israel Deaconess | 6
dical Center

MARVARD MEDICAL SCHOOL
TEACHING HOSPITAL


https://www.psychiatry.org/psychiatrists/practice/mental-health-apps/app-evaluation-model

From Framework to Actionable Database

e C(Clinicians and patients may not have time to consider all facets of an app
e Need to review apps outside of field of expertise or comfort.

e What is a set of objective and replicable guestions about an app?

S(ll Certification

App Devvelopment .

rrrrrrrrr d Patient Use
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Rodriguez-Villa E, Torous J. Regulating digital health technologies with transparency: the case for dynamic and multi-stakeholder evaluation. BMC medicine. 2019
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From “Easy to Use” > Engagement Style
»¥x

B B e

Peer Support? Text / Messaging? “Al” Driven? Video? Gamification?
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Translating Concepts into Yes/No Questions

Average Kappa inter-rater reliability score

Framework level

0.876

Background and access

0.856

0.755

Privacy and security

Cl

| foundation and app evidence

inica
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0.928
0.915

ts and outputs
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User experience: features and engagement

User experience

Data integration
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Lagan S, Aquino P, Emerson MR, Fortuna K, Walker R, Torous J. Actionable health app evaluation: translating expert frameworks into objective metrics. NPJ digital medicine. 2020



MindApps.org: 600+ Apps to Explore
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Popular Press Reception

POPULAR SCIENCE e e s Blvied EIRETRANE win UL D, QY DB =

Mental wellness apps are basically

,..‘,f.‘el’,ffl‘.’.“!_"fitm°‘[ﬁ'f[?_pym_ The 8 Best Therapy Apps to Kick Off Your
e Mental Health Journey

ors e

They're rot the same as the real thing, bur they con help.

RatA Vil ~ v mar 1L, )

“Websites @

like Mindapps.org offer
information on hundreds of

apps, including data privacy. ”

To make it slightly easier to compare the options,
he and his colleagues created MIND, a database
that allows you to sort through mental health
apps by filtering for features that matter to you
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https://mindapps.org/
https://apps.digitalpsych.org/

Mindapps.org

M.N Y HEALTH INDEX &
MAVIGATION DATAIASE A IEIIEn LEVMY Primeeerk

Search Fliters
Cist

[ FrecteLownlaod
B3 Totally “ree

] Papient

O in-amp Burchase
O s.tecrigtion
Daveloper Types

Suaported Conditicns
Mocd Disordars

Shwrnfi A vidy
Seed

Frobac

c<D
Schiroghrenda

FtingMiuxlees

OO0OCDODODODOODRO

Parscna ity Diorders

O, otz x

150 0 Tataly Free ©

PE Ceach 2

\2 US Dupartrment of Vete-ans Affal-; (V&)

PZLOMN IS 06 G 10 D0 Uidd 3L 1 Ihrigry 'o0 SO6IIFBUMNE SO0t 300000 B TS0 AVIN B PCEIN Drdest 5000 #ha 1
troined in Fralosged Erpotunt IPE] heragy The app will guide =eu 1w ough N enerciies daigned by pour thor st ind
o you Lo trach and rocord your pregress Inadeition, theagp yovecs lechnigues such i eontrolied bezathirg 'hat
rll hedo vou 100y ot annd Couneine voun d ot oo, FE Soadt will helowon rewmenioey s Uach rous wocon i e thenaow
wedone Youwllbe 3o o riinere e dyros eeolio s reciiv OE I YOer YETY W g ean teview cheer L o poet of
wour treaieiant. Uy Scal! 1hic g ol cottciast Batran: IS Mowever, Ba08 w0 20 recets ng Pa trasimert can werk
fegettor with thei- the-apbt £ the toa 3 in this s ' Ccedk nem cront o by ‘W Setianal Cener for MIEDL

sare= DaD Safe Helpline

faate b VAT N

Tl Sx'v ~eipliogy phos meanise s of L | be oo vmanit yaccema 21 oo romcar o ookt hek: sueage the
INACL DO COBARIM WIS &' SN S T Ivh O IV 06 VU CrROLe B N T LIE P 106 el TR0 200062 DY Mo
W reducing <lr2is 1o 100 € 10 N2 20 6 Ben 13 v |20 116 Vo 200 ever sloee vour caslerised plans 3od encndises se

Patals Froz | Froe te Cowrond
A g e Junei2ed X210 0P

ﬂf\'f‘id h"\

e LS MSAamE | olily Mee

A kg Toe Mg 3L 2021 252 M

Viewrg 15 A0sizatiors

o

THME DIVISION
or GITAL

PEYCHIATRY

AT BID M

Beth Israel Deaconess MARVARD MEDICAL SCHOOL
M.Cal CentEf TEACHING HOSPITAL




Thank You

Argosy Foundation for Supporting This Work

MindApps.org



